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0 Introduction-Smart Grid

U Introduction-Load Frequency Control in Smart Grid

U Distributed Model-Based Load Frequency Control in Smart Grid

U Cyber Security in Secondary Frequency Control in Microgrids

0 Simple Example of Electrical Circuit

Power Supply (a) (b)
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Northeast Blackout — August 14, 2003

- Affected 55 million people
- $6 billion lost

- US: Per year $135 billions lost
for power interruption

[ |
What is a Smart Grid?

Real-time Simulation
Wide-Area Reliability
Network Optimization

Customer Participation

Participation in Energy Markets
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Comparisons
Centralized Generation | Distributed Generation
Hierarchical Networked
One-Way Two-Way
C
Manual Restoration Self-Healing
Few Customer Choices | Many Customer Choices
Limited Control Pervasive Control
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UMulti-Area Power System

0 Ontario Interconnection

Ontario Interconnection
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U Topologies

C

(a) Shared-network connection

Q:

Sensor measurement

Networked Control System (NCS)

Control signal

(b) Data transfers of direct structure
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Smart Grid Networked Control Example:
Load Frequency Control (LFC)

Electricity supply

Fossil-fueled Nuclear Hydro Solar/wind
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Smart Grid Networked Control Example:
Load Frequency Control (LFC)

« LFC Structure in Interconnected Multi-Area Power System

Tertiary Control

SCADA [— =
EMS le— =

Secondary Control

j—
rcati P,
] Communication

System

14

Smart Grid Networked Control Example:
Load Frequency Control (LFC)

- A typical frequency response
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> Grid event
H (loss of generation /
2 large load connected)
2 Slope determined by
grid inertia.
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4 LFC in Multi-Area Power Systems
0 IEEE-39 Bus Power System-Case Studies
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Smart Grid Networked Control Example:
Load Frequency Control (LFC)

- Interconnected Multi-Area Power System
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Smart Grid Networked Control Example:
Load Frequency Control (LFC)

- Single Area LFC Model

1 |ans 1 . 1
M —
Tgis+1 Topis+1 2H;s+ D;

Governer Turbine Rotating Mass
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Smart Grid Networked Control Example:
Load Frequency Control (LFC)

- Challenges: Unreliable factors of communication links
involved in LFC of Smart Grid

Communication Delays

o Communication Failures
Limited Bandwidth
Cyber Attacks

- Questions need to be answered

oHow do these communication-related factors affect LFC of a
smart grid?

oHow to compensate the performance degradation of a smart
grid due to these communication-related factors?
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Smart Grid Networked Control Example:
Load Frequency Control (LFC)

+ Study 1: Limited Bandwidth

Physical
Layer

Four area power systems
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Smart Grid Networked Control Example:
Load Frequency Control (LFC)
- Study 1: Limited Bandwidth in Shared Communications

Power System Model of Area i

SOk 1) = (O + AR (E) s B+ Y Ay (k) + Euam,

(k) = G k)

Sk + 1) = AF(R) + B (k)
LK) - R + Fia

(k) = X,(k)

Model-Based Controller

Neighboring Area

Controller i+1

1
Remote Telemetry 1
Unit i+1 |

1

Other Neighboring Area

Controllers RTUs

S. Liu et al., "Distributed Model-Based Control and Scheduling for LFC of Smart Grids Over Limited
Bandwidth Networks," IEEE Transactions on Industrial Informatics, vol. 14, no. 5, pp. 1814-1823, May 2018
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Smart Grid Networked Control Example:
Distributed Load Frequency Control (LFC)

+ Study 1: Limited Bandwidth in Shared Communications
The sampled discrete-time model for ith area with i €
{1.-++  n}is:
ik +1) = (A + AA)xi(k) + Byui(k)
n
+ X Ayur(k)+ FAPL, (7)
j=Lj#i
yi(k) = Cixi(k)
where, A; = 474, Ay = eAHIANA; = A1 B =
JyeATBedr, C; = Cf, F; = [}e*TFfdr and g is the
sampling period.
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Smart Grid Networked Control Example:
Distributed Load Frequency Control (LFC)

+ Study 1: Limited Bandwidth in Shared Communications

In ith area, the following distributed model-based con-
troller is designed

n:
u; (k) = K;@(k) + Z Kijij(k).i e {1,2,--- ,n} (9)
J=1g#i
Fi(k+1) = Aj@i(k) + Byug(k
n

)
+ Y Ayis(k) + FAPL k£
k

J=1j#i
Fj(k+1) = Aji;(k) + Byiy (k)
n;
+ Ajrdr(k) + FjAPL;  k # t
r=1r#j
\ = tie] _— \
(k) = K;zj(k)+ Y Kjir(k)
J=1r#j
Bi(tr) = Zi(tr),d € {1, - ,ma} bk =tx
(10)
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Smart Grid Networked Control Example:
Distributed Load Frequency Control (LFC)

+ Study 1: Limited Bandwidth in Shared Communications

L
Q)

lllustration of the RTU broadcasting schedule

-
ER vy
H
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Smart Grid Networked Control Example:
Distributed Load Frequency Control (LFC)

+ Study 1: Limited Bandwidth in Shared Communications

(a) Net Tie-Line Power in Area 1
o -
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System dynamics under various broadcasting interval settings
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Smart Grid Networked Control Example:
Distributed Load Frequency Control (LFC)

+ Study 1: Limited Bandwidth in Shared Communications

10X 10°? (a) Frequency of Area 1
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System dynamics under various broadcasting interval settings

26

Smart Grid Networked Control Example:
Distributed Load Frequency Control (LFC)

+ Study 1: Limited Bandwidth in Shared Communications
107 Model-Based Estimation Errors

10
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System dynamics under various broadcasting interval settings
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Smart Grid Networked Control Example:
Distributed Load Frequency Control (LFC)

+ Study 1: Limited Bandwidth in Shared Communications

(a)Net Tie-Line Power in Area 1

—— Sequence 1

0 50 100 150 200 250 300 350 400 450 500
(b) Observer Estimation

0 50 100 150 200 250 300 350

System dynamics under various broadcasting sequence
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Smart Grid Networked Control Example:
Distributed Load Frequency Control (LFC)

+ Study 1: Limited Bandwidth in Shared Communications

02107 (a) Frequency of Area 1

Sequence 1

L v
0 50 100 150 200 250 300 350 400 450 500
(b) Observed Frequency of Area 1

10 T
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System dynamics under various broadcasting sequence
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Smart Grid Networked Control Example:
Distributed Load Frequency Control (LFC)

+ Study 1: Limited Bandwidth in Shared Communications

107 Model-Based Esti ion Errors

e

E, 1 (pu)

200 300
Time (seconds)

System dynamics under various broadcasting sequence
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Smart Grid Networked Control Example:
Distributed Load Frequency Control (LFC)
- Study 2: Limited Bandwidth in Shared Communications

________________ =
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[Ref] S. Liu, W. Luo and L. Wu, "Co-Design of Distributed Model-Based Control and Event-Triggering
Scheme for Load Frequency Regulation in Smart Grids," in IEEE Transactions on Systems, Man, and
Cybernetics: Systems, vol. 50, no. 9, pp. 3311-3319, Sept. 2020

2021-08-12

31

I
Smart Grid Networked Control Example:
Distributed Load Frequency Control (LFC)

+ Study 2: Limited Bandwidth in Shared Communications

Event-Triggering Condition
blles(k)|[3 < allxi(k)|[3

where €;(k) = X;(k) — X;(k) denotes the prediction error
between the state observation X;(k) and x;(k) which is the
state estimated based on the power system model in the RTU,
and a and b are are scalars to be designed in terms of the
event-triggering mechanism.
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Smart Grid Networked Control Example:
Distributed Load Frequency Control (LFC)

+ Study 2: Limited Bandwidth in Shared Communications
Event-Triggering Condition: bHéi(l")H% < ﬂHXiU")Hg

Theorem 1: Given positive constants €, f, the uncertain
power system (12) is ISS if there exist positive definite matri-
ces Py, P2, and matrices Q; > 0, Q2 > 0, M e R¥™2,
N € R¥™" such that the LMI (as show at the top of the next
page) holds. where Py = UTP; U} + Ul P2 Us. The controller
gain K=VEI "PI_J EVTM, the observer gain L = P;!N if

bllek)|13 < allx(k)|3 1)

where —a = —imin(Q) + BIIPII3 and b = g~ |IPIZITII3 +
1P1211)13.
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Smart Grid Networked Control Example:
Distributed Load Frequency Control (LFC)

+ Study 2: Limited Bandwidth in Shared Communications

(a) Frequency of Area 1

0.2 —
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Smart Grid Networked Control Example:
Distributed Load Frequency Control (LFC)

+ Study 2: Limited Bandwidth in Shared Communications
(a) Event-triggering model-based control
80 100 120 140 160 180 200

Time instant
(b) Event-triggering linear quadratic control

il |
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Even-triggering performance

Events

Events
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Smart Grid Networked Control Example:
Distributed Load Frequency Control (LFC)

- Study 2: Limited Bandwidth in Shared Communications

%107 Model-based Errors
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4 -~ Aread
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Model-based Errors
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Micro-Grid Concept
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Control Center
4

Microgrid
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Micro-Grid Applications

Office Buildings

Data Centers

Industrial Parks

Micro-Grid Hierarchical Control Structure

optimally dispatch
power injected/exported
restoration
/synchronization
stabilization/
droop control
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Micro-Grid Droop Control
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An experimental study of frequency droop control in a low-inertia microgrid, Andrew Bollman

40

e —
Resynchronization of Islanded Microgrid

« Function of a resynchronization controller

- Ensure smooth reconnection of microgrid and main grid

- Restore the nominal frequency

- Two kinds of control strategies

---Centralized controller

---Distributed controller
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e
Secondary Frequency Control

- Basic Principle

secondary frequency control, Alireza Raghami

42

14



Secondary Frequency Control

Substation Feeder
Transmission 1 ) 3 4 5
Line Circuit Circuit
RetjXe RrtjXr Breaker
o

Load 4
2MVA

Communication
Channels

S. Liu, X. Wang and P. X. Liu, "Impact of Communication Delays on Secondary Frequency Control i
an Islanded Microgrid," in IEEE Transactions on Industrial Electronics, vol. 62, no. 4, pp. 2021-2031

April 2015
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Secondary Frequency Control

Secondary Frequency Control

. —> P
Participation > P;fg
Factors P ;;

Communication
Channel

Droop ControkConstant Power Control
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Secondary Frequency Control

(a) Frequencies of DGs

o (radls)
w
z

4
2

(b) Real powers of DGs

No frequency restoration controller
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Secondary Frequency Control

(a) Frequencies of DGs
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(b) Real powers of DGs

P (pu)
=
5

With frequency restoration controller
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Secondary Frequency Control

(a) Frequencies of DGs
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I
Impact of Communication Delays- Analysis

H Time-Domain Simulation-Matlab/SimPower---System

StaonBus

vor re Ve

.=« PMU module—Developed by Hydro-Quebec Research Institute|

PDGT
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Impact of Communication Delays- Analysis
H Time-Domain Simulation-Matlab/SimPower---Results
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Impact of Communication Delays- Analysis

B Time-Domain Simulation-Matlab/SimPower
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Fig. 3 System dynamics when T1 = 0.15, T2 = 0.08, 73 = 0.1, T4 = 0.05 second
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Impact of Communication Delays- Analysis

B Time-Domain Simulation-Matlab/SimPower

(a) Frequencies of DGs
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Fig. 3 System dynamics when T1 = 0.08, T2=0.12, T3 = 0.16, T4 = 0.2 second
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Cyber Security

Cyber Security — Preliminary Work on Centralized Structure

Secondary Frequency Control

SF
—> Py
Participation PSE

> Lup
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Network

Cyber Attacker

Droop Control+Constant Power Control .

52
Cyber Security
Cyber Security — Preliminary Work on Centralized Structure
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Cyber Security
Cyber Security — Preliminary Work on Centralized Structure
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Towards A Smarter and Stronger Grid

Thank You!
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